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POLICY ON e-SAFETY AND USE OF MOBILE TECHNOLOGY IN SCHOOL 

Introduction and Responsibilities 

The Internet is an essential part of education in the 21st Century. It is our aim as a school to 

provide appropriate and safe access to all that the Internet and modern technology allows 

through the provision of modern and up-to-date ICT facilities. Responsibility for this safe 

provision is as follows: 

• The Headmaster has overall responsibility for e-safety within the school. 

• The Designated Safeguarding Lead has delegated responsibility for the e-safety of 

Students. 

• Riverlite, our IT Support company has delegated responsibility for ensuring the network 

and computer systems are used appropriately by all users and safe guarding systems are 

fully functional. 

• The ICT Committee will help form and monitor e-Safety strategy.                       

Access to and the effective use of the Internet within education, business and social 

interaction is an essential element of modern life. The Internet is a rich resource for all 

sorts of information and its appropriate use should be encouraged to enhance teaching and 

learning. Increasingly pupils turn to the Internet in the first instance in their search for 

resources or information. In addition, the Internet is an important source of services used in 

every day life, such as banking and social networking. Equally, it plays an important role in 

the administration of the school. 

The intention of this policy is to set out the ways in which the school will provide access to 

the Internet with a view to ensuring staff and pupils are able to do this safely. 

Internet Access for Teaching, Learning and School Administration 

“Young people need to be able to determine which websites or other sources of information are 

reliable and which are bogus; to understand the dividing line between ‘fun’ and ‘inappropriate’ 

behaviour; and to grasp the risks they take in posting the pictures or comments online which they 

may come to regret, if not now then as adults and job-seekers in the future”. (ASCL, The Impact of 

ICT, 2020 Future: Briefing Paper 4.) 

 

• School internet access is designed expressly for staff and pupil use and will include 

appropriate filtering.  

• Clear boundaries are set for the appropriate use of the Internet and digital 

communications through Acceptable Use Agreements.  
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• Pupils are educated in the effective use of the Internet in research, including the skills of 

knowledge location, and retrieval.  

• Pupils are educated that the use of Internet derived materials by staff and by students 

complies with Copyright Law and are taught to be critically aware of the materials they 

read.  They are shown how to validate information before accepting its accuracy.  

Managing Internet Security  

• The School ICT system security will be reviewed regularly by the Head of Computer 

Science and our IT support provider.  

• Virus protection is installed and regularly updated.  

• Security strategies will be discussed at least annually by the ICT Committee. 

Use of E-mail 

• Pupils are issued with an internal school e-mail account. Pupils should speak to a 

member of staff or their parents should they receive an offensive e-mail.  

• Staff are all issued with a school e-mail address, the use of which is encouraged for the 

smooth running of the school. All staff should be aware of the School E-mail Policy which 

defines safe and appropriate use. 

Social Networking 

• The school will control access to social networking sites and educate students in their 

safe use.  Social networking sites will normally be blocked unless a specific use is 

approved.  

• Students will be given e-safety guidance on safe internet use both in and out of school. 

This will be provided through assemblies, discussion in Tutor groups and in appropriate 

lessons.  This will include: 

1. Advising pupils that they should never give out personal details of any kind 

which may identify them, their friends or their location.  

2. Advising pupils and staff that they should not place personal photos on any 

social network space without considering how the photo could be used now 

or in the future.  

3. Advising pupils and staff that they should only invite known friends and deny 

access to others when using social networking and instant messaging services. 

4. Making pupils and staff aware of the need for security and the importance of 

setting passwords to deny access to unknown individuals and to block 

unwanted attention and communications. 

5. Making pupils and staff aware of CEOP and the ‘Report Abuse’ links that exist 

on most social networking sites. 
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6. Making pupils aware that on-line material can be biased and helping them to 

identify such material particularly in the context of potential radicalisation. 

Published content and the school web site 

• Staff or student personal contact information will not generally be published.  Any 

contact details given online should be those of the school office.  

• The Headmaster will take overall editorial responsibility and ensure that published 

content is accurate and appropriate.  

• The School reserves the right to include photographs and images of pupils in the school’s 

promotional material. We would not disclose the name or home address of a child 

without the parents’ consent. Parents who do not want their child’s photograph or 

image to appear in any of the school’s promotional material must make sure that their 

child knows this and should write to the school to this effect. This policy is consistent 

with the Terms and Conditions that all parents agree to when their son joins the school. 

• Photographs that include pupils will be selected carefully with a view to our 

responsibilities for their safety and well-being.  

• Work produced by pupils may be published on the website and in other school 

publications. 

Managing Filtering 

• The school will work in partnership with its providers to ensure that systems to protect 

pupils are regularly reviewed and improved as necessary. 

• Pupils will be encouraged to report any unsuitable website or web content that they 

discover to their Heads of section or Head of Computer Science. 

• The school’s IT support provider is responsible for ensuring that regular checks are 

made to ensure that the filtering methods selected are appropriate, effective and 

reasonable.  

• The school’s IT provider will supply a weekly report of to the DSL (Deputy Head). The 

DSL will analyse any attempts made by pupils to inappropriate material through the 

school network, and followed up accordingly in line with the school behavioural policy.  

• There is no phone use by pupils on site, as phones are taken in at the start of date. 

Therefore, these do not need to be filtered.  

• The filtering systems are sufficient to keep the pupils safe from extremist material and 

becoming radicalised when they access the internet at school (Prevent duty). 

 

Managing Emerging Technologies 
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• Emerging technologies will be examined for their educational benefit and assessed before 

use in school is allowed.  

• Technologies such as mobile phones with wireless Internet access may under some 

circumstances bypass school filtering systems and present a new route to undesirable 

material and communications.  Phones are required to be handed in at the beginning of 

the school day and only Prefects are able to retain their phones as a special privilege.  

• Tablets or mobile phones may only be used during lesson or formal school time when 

permission is sought from a member of staff. Phones can be collected during the lesson 

from the school office on such occasions but returned again immediately after the 

lesson. 

• Pupils, with the exception of the School Prefects, may not have their mobile phones on 

their person during the school day. 

• Members of staff should not use their mobile phones for personal use during lessons. 

• The sending of abusive or inappropriate text messages and images will be treated 

seriously.  

• Games machines may only be used in school with staff permission. 

Protecting Personal Data 

Personal data will be recorded, processed, transferred and made available according to the 

Data Protection Act 2018 (following the implementation of the General Data Protection 

Regulation on 25th May 2018). 

Policy Decisions authorising internet access 

• All staff must be in agreement with the Acceptable Use Policy in order to use the 

computer network. 

• The school will maintain a current record of all staff and pupils who are granted access 

to school ICT systems.  

• Pupils must agree to the Acceptable Use Policy in order to use the computer network.  

• Parents will be asked to sign the Acceptable Use Policy to show that they understand 

and are in agreement with the terms of usage. 

• The school will take all reasonable precautions to prevent access to inappropriate 

material. However, due to the international scale and linked nature of internet content it 

is not possible to guarantee that unsuitable material will never appear on a computer 

connected to the school network. The school cannot accept liability for any material 

accessed, or any consequences of internet access, although it will do all that is possible 

to reduce the risk of inappropriate material being accessed. 
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• The Headmaster will ensure that the implementation of the e-safety policy is appropriate 

and effective.  

Handling e-safety complaints 

• Complaints of pupil internet misuse will be referred to the Heads of Section in the first 

instance.  

• Any complaint about staff misuse will be referred to the Headmaster. 

• Complaints of a child protection nature will be dealt with in accordance with the school 

child protection procedures.  

Communicating E-safety  

In order to create an environment where E-safety is instinctively known and understood we 

intend to educate the whole-school community. In this we include parents and governors. 

Pupils 

• E-safety rules will be posted in rooms where computers are used.  

• All users will be informed that network, internet use and e-mail is monitored. 

• Pupils will be warned about the misuse of the school system including the search for and 

use of proxy websites to circumnavigate the measures put in place to ensure safe and 

appropriate internet access.  

• We encourage a representation of the staff to be CEOP trained. They will advise on e-

safety matters and deliver e-safety training to staff and pupils through classroom sessions 

as well as other forums such as assemblies. 

• A programme of training in e-safety will be delivered across the whole school as 

appropriate to age and section, making use of appropriate materials, e.g. those from the 

Child Exploitation and Online Protection Centre (CEOP). 

• The Acceptable Use Policy will include advice on how to stay safe on the internet.  

• E-mail accounts of former pupils will be deleted shortly after their departure from the 

school.  

Staff 

• All staff will be made aware of the school's e-safety Policy. 

• Staff will be informed that network and internet traffic is monitored and can be traced to 

the individual user. 

• Staff will receive e-safety training on a regular basis.  

• Staff that manage filtering systems or monitor ICT use will be supervised by senior 

management and will work to clear procedures for reporting issues.  
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• The School considers having pupils as ‘friends’ on social networking sites to be very 

unwise and something that might compromise a member of staff professionally. It is the 

school policy therefore that staff should not have current pupils as ‘friends’ in this 

environment or be ‘friends’ with past pupils who have a sibling currently in the school. 

• E-mail accounts of staff who leave the school will be deleted shortly after their 

departure. 

Governors 

• The Board of Governors is aware of the School’s e-safety policy and strategy which 

exists with its approval. 

• Governors will receive e-safety training as members of the school community. This will 

be refreshed as appropriate. 

Parents 

• Parents will be made aware of the school’s e-Safety Policy through school publications 

and mailings.  

• Relevant e-safety material will be made available to parents with a view to educating 

them as members of the wider school community and with a view to ensuring safe use 

of the Internet at home as well as in school.  

• Information meetings are arranged to supplement the information made available to 

parents as appropriate. 

 

Related policies and documentation 

A.5 ICT Acceptable Use Agreements 

A.8 Policy to Safeguard and Promote the Welfare of Pupils 

B.10 Anti Bullying Policy 
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